


WELCOME TO SECURE360 2013 

üDonõt forget to pick up your Certificate of 
Attendance at the end of each day. 

 

üPlease complete the Session Survey front 
and back, and leave it on your seat. 

 

üAre you tweeting?  #Sec360 
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Authentication is the Challenge 



!ƴŘ ¢ƘŜ /ƘŀƭƭŜƴƎŜ ƛǎΧ 
        People need to: 

·Enter Buildings 

·Use Systems 

·Use Data 



!ƴŘ ¢ƘŜ /ƘŀƭƭŜƴƎŜ ƛǎΧ 
The Right People need to: 

·Enter Buildings 

·Use Systems 

·Use Data 



Guiding Principle 
 

Minimum  

 

Necessary 



²Ŝ ¦ǎǳŀƭƭȅ ¢Ƙƛƴƪ hŦΧ 
S 



It was a busy year 

And Passwords Get Stolen 



And Bad Choices Are Made 



3 Factors of Authentication 
1. Something You Know 

2. Something You Have 

3. Something You Are (or Do) 



3 Factors of Auth FAIL 
1. Something You Forgot 

2. Something You Lost 

3. Something You Were (or Did) 



1. Something You Forgot 
·P@sswOrd5 

·PINs 

·Combinations 

·Ȱ3ÅÃÒÅÔȱ 0ÈÒÁÓÅÓ 

·Picture Identification  

·Patterns 



¦ǎŜŘ ōȅΧ 


